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Introduction

These MYOB PayGlobal Employee Self Service (ESS) release notes describe the software
enhancements and issues resolved in release versions ESS 5.4.8.0.

If you are upgrading from an earlier version than ESS 5.4.7.2, then you need to download and
read the relevant release notes from the website

Disclaimer

Information in this document is subject to change without notice and does not represent a
commitment on the part of MYOB NZ Limited and MYOB Australia Pty Ltd. While every effort
has been made to ensure that the information contained within this document and the features
and changes described are accurate, MYOB NZ Limited and MYOB Australia Pty Ltd cannot
accept any type of liability for errors in, or omissions arising from the use of this information.
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Notifications

This section outlines important information regarding this release.

Microsoft Exchange Online (Office365) Deprecation of Basic Authentication
Microsoft has advised that they are removing basic authentication from SMTP and EWS
integrations with Exchange Online (Microsoft365 or Office 365) from January 2023. Customers
with PayGlobal ESS integrations to Exchange Online (Microsoft365 or Office365) for sending
emails and managing calendar events will need to upgrade or run the risk of these feature no
longer working.

Dependency on PayGlobal 4.53.0

This version of the MYOB PayGlobal Employee Self Service (ESS) requires a minimum version
4.53.0 of PayGlobal.

DO NOT UPGRADE TO ESS 5.4.7.1 OR LATER UNTIL PAYGLOBAL HAS
BEEN UPGRADED TO AT LEAST 4.53.0

.Net Framework 4.7.2 Update

For Self-Service (web site and workflow engine) the .Net Framework version has been updated
to 4.7.2. For you to use ESS 5.4.7.1 or later you will need to ensure that your Web server and
Workflow engine server both have .Net 4.7.2 installed at a minimum.
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Enhancements

This chapter describes software enhancements in this release version.

Enhancements - All Countries

ESS Support for SMTP with SSL Encryption

When enabled (SMTP server enable SSL) with the Config Editor tool, ESS will be able to send
emails using the SMTP protocol to email servers which require the communication to be SSL
(Secure Sockets Layer) encrypted.

ESS Support for modern authentication with Exchange Online

ESS (and Workflow Engine) now supports OAuth2 authentication with Exchange Online (also
known as Microsoft365 or Office365) to continue sending of emails and managing calendar
appointments from the PayGlobal product.

Exchange Online (also known as Microsoft365 or Office365) also requires communication from
ESS to be securely encrypted with TLS1.2. This is achieved with a simple update to the
web.config for ESS and Workflow Engine (<httpRuntime targetFramework="4.7.2"/>).

SMTP and EWS with basic authentication will still be available for those customers integrating
with other email services or hosting their own Exchange server.

Workflow Engine Default Credential Usage (Breaking Change)

By setting the “server requires authentication” setting to true, the Workflow Engine previously
enabled the use of default network credentials for authentication. This is no longer the case
and customers will need to explicitly set enable the use of default network credentials if this
behaviour is desired.
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Issues

This section describes issues resolved in this release version.

Issues - All Countries

Send ESS Setup Details to PayGlobal Support Team

A bug has been fixed where the email was not sent to MYOB PayGlobal Support with the
details of the ESS setup when "Send to Support” requested on the Admin Login -> General ->
About screen.

Reference Number: PGDEV-6392
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Additional information

Help URL

The Help file for this version has changed.

The current Help root URL is now: http://customer.payglobal.com/manuals/ESS/5.4.8

Version Compatibility
It may be necessary to run the ConfigUpdater.exe utility within ESS after this upgrade is
performed to ensure dependent components are referenced correctly.

© Copyright 2000-2022 MYOB NZ Limited and MYOB Australia Pty Ltd. All rights reserved.

No part of this information may be reproduced, translated or transmitted in any form or by any
means, electronic or otherwise, or stored in a retrieval system of any nature without the express
permission of the copyright holders. PayGlobal and the PayGlobal logo are registered trademarks of
MYOB Technology Pty Ltd in New Zealand and Australia. All other trademarks are the property of
their respective owners. This version replaces all previous versions of this information.
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